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$ grep -r “word” *
# searches all files starting from the current dir for the word
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$ var="foo"; echo "${vari<suffix>" # double quotes for
expansion and square brackets when a suffix is added




U ey L -"', : ':"J”" -
N ::f.a-“a?ﬁr M3

A7 At

AT e e A
$ my_list=(foo bar dope poop)
# makes a list of the items within the brackets (.)
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$ ’$@’ makes an array of all script’s arguements
e.x my_script.sh argl arg?
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$ which <command> finds which binary is used e.x which ptho




$ alias ltr="ls -ltr" makes a shortcut for listing
files by timestamp from earliest to last







2> /var/log/error_log redirects error to log file




var/log/access.log
and errors to access.log
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cat file.tx sudo tee /etc/openvpn/clients/user.con
# adds content of file.txt in a root owned file




# captures stdout of command and assigns it to var




or in %(ls 1mages/*.pngl;do convert %f -resize ocUUx

# resizes images in a directory, requires imagemagick




$ var=$((x+y)) # double brackets for calculations



$ if [ & = y l;then echo true;fi
# evaluates true or false, works for POSIX shell
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$ if [[ &« = y 11 # only works for bash shell
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$ for n in {0.10} # loops from O to 10, works for POSIX shells
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$ for i in $(seq 0 10), or $ for ((n=0; n < 18; n++))
# c style loops only work for bash
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$ Zs/foo/bar/gc? # replaces all instances of foo with bar and
requires confirmation
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$ var="$?" # captures exit status at the end of a script
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$ cat < - or cat ./-
# reads a file whose name is dashed



ind -readable -size
readable from current dir and of 4M size



ind -readable -executable
# finds a non-executable, human-readable file from current dir



in
# find files owned by user and group from dir /



cat file.tx sor unig -u
# finds unique lines in a file
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# deletes all chars but numbers




$ echo "Text has too many spaces” | tr -s " °
# replaces multiple spaces with single space




$ cat filetxt | tr ’a-2’ ’A-7’
# converts from lower case to upper case




- . r -d is
# deletes 1 and s from file but not pattern ’is




# encrgpts a string by shifting letters 13 times
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$ baseb4 --decode file
# decodes baseb4 encoded data
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$ strings file | grep <pattern > # outputs printable characters
from a binary file then finds a pattern




$ sudo strings /dev/mem | less
# read through device’s RAM




$ strings -f /bin/* | grep Copyright
# finds all authors in the executable software




$ mdSsum -b file
# creates a checksum for a binary file
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$ du -sh /dir
# checks the size of a dir and skips subdirs
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$ du -h --max-depth 1 | sort -n
# lists all directories and sorts by size
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$ du -h --max-depth 1 | sort -n | head -10
# lists top 10 by size directories
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$ tail -n N <filel> <file2> <file3>
# outputs last n lines of the files
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$ tail -f /var/log/file.log
# monitor files in real time
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$ nl file | tail -3
# outputs the lines with numbers
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$ cut -c -14 file
# outputs characters from 1 to 14 position (inclusive)
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$ cut -f 5- -d’;” filecsv | head # uses ’;” as a column
separation & outputs the columns from 5th position
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$ awk ’al$Bl++ file
# prints duplicate lines




A L B $ awk ’lal$B1++" file d
# removes duplicate lines from stdout
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$ awk * { printf("Zs\n °, !!I 'I !!=: !e!c!passw!; ec!o

# lists all users in the system




$ sed -n -e ’$p’ file

# prints the last line of the file




$ sed -n -e ’1p’ filel fiie! !1|e!

# prints first line of each file




$ sed -n -e ’/systemd/p’ file
# prints only lines containing the string "systemd”




$ sed -En -e */(www)l(mail)/p® file # option E extends
regexpres & no need to escape symbols with *\’
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sed -En -e /" p’ file
# Print lines containing exactly 5 characters
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ngrep —d any por

# prints packets passing through port 80




L e LY N T |

iy | Y T ——

# prints packets containing domain.com
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# scans for active hosts on a local network
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nmap -p
# scans for several ports
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raceroute <domain or
# finds the network path from current device to domain/IP
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sudo tcpdump -n -1 any por

# prints packets of DNS queries



$ sudo tcpdump -w file.pcap dest port 11394
# saves traffic that goes to openvpn in a file



19 - omain.com +noall +answer
# prints all the DNS record types of the domain.com




sudo 1ptables - --line-numbers #
regarding NAT




FIND MORE PRINTS & ZINES
T0 DOWNLOAD
FROM PSAROSKALAZINES.GR
SUPPORT THE PROJECT by
PURCHASING PHYSICAL PRINTS
FROM CUCU.GR OR SEND
DONATIONS to
KO-FI.COM/PSAROSKALAPOT
THANKS!





